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1. Opening of meeting
NAS Security Conference call#01
Tuesday, 09th January 2018 at 16:30 to 18:30 IST
Sivabalan Arumugam (NEC) chairs the conference call and takes notes. 
Participants: Adrian Escott, Alec, Andreas Kunz, Ito Hironori, Liny Gao (HW), Noamen Ben Henda, Suresh Nair, Takahito Yoshizawa, Todor, Vesa T, Vishal, Colin, Rosalia, Rajvel, Sivabalan.
2. Agree agenda of this meeting
Agreed.
3. Open Issues
The following are the list of questions that will be discussed during this conference call in order to make quick progress regarding multi-NAS security. 

3.1 Questions to be discussed in this conference call
1) Subscription-related: 
a) Can a UE have one or more subscriptions connecting simultaneously?
b) Are all subscriptions of the UE with the same HPLM business entity?

2) Number of instances the UE can connect to:
a) Can the UE connect to one or more N1 instances simultaneously?
b) Are all N1 instances are with the same PLMN? 
c) Are all N1 instances are with the same AMF?

3) Security contexts for Multi-NAS connections:
a) How many security contexts are required when a UE is connected via a NG-RAN and via a standalone non-3GPP accesses?
b) How are the security contexts established?

4) Keys for securing Multi-NAS connections:
a) How many security keys are required for securing the multiple N1 instances?
b) At what level in the key hierarchy is multi-NAS enforced? How and where are the multi-NAS keys derived?
c) How cryptographic isolation between simultaneously active NAS keys for securing N1 instances over 3GPP and non-3GPP accesses is achieved?

5) Algorithm selection and negotiation for Multi-NAS connections:
a) Shall the security algorithms for the N1 instances be configured independently?

6) NAS Counts handling: 
a) Are distinct NAS counts required for each N1 instance?

7) NAS Connection release:
a) What happens during NAS connection release? 

8) Re-authentication handling:
a) How is re-authentication handled? 
b) How is Registration Request over another access type handled while an ongoing Re-authentication is taking place?

It was agreed that questions regarding UE subscription need not be dealt in NAS Security as it had been clarified that the UE belongs to a single HPLMN. Response to Question 2 was directly based on agreements SA2. The rest of the questions were agreed upon.

3.2 Related contributions
	Tdoc No. (If any)
	Title
	Source
	Comments

	 
	draft S3-17xxx_pCR to TS 33.501_Discussion on Multi-NAS
	NEC
	Ericsson: I disagree on taking SA2 point for SA3 agreement. We will go back to SA2 to fix this if it is required.
Nokia: You didn’t consider mobility scenario. Mobility procedure will be extremely complex due to this key separation procedures. 
Ericsson: Why was it claimed that solution 1 and 2 does not provide isolation.
Nokia: Approach similar to AS security handling for DRBs is re-used. If the link is terminated in one AMF then there is no need for two different keys. In such a case is sufficient to use the same approach as AS for protecting NAS security.

Nokia: Link ID and NAS counts gives the isolation.  Security context is seen as one set of security keys. In mobility scenarios, we need to move independently. Have you considered the mobility scenario? 
NEC: How are the NAS sub-contexts are handled?
Nokia: The context as a whole is handled together.


	 
	Solution proposals for Multiple NAS links
	Nokia
	Ericsson: Not a security threat. It is assumed. An additional NAS SMC will not be required if they are hard-coded.
Nokia: A proposal for direct access was pushed to Phase 2. It is not combined to phase 2.
TI: Flexible or fixed link id to be used?
Nokia: The link id is flexible
Ericsson: Order of registration to impact the NAS link id? Starts at 1; sequentially allocated? Agree that it is more flexible
Nokia: How the re-authentication should be taken care in the other access needs a separate procedure.


	 
	On the need for multiple NAS SMC procedures
	Ericsson
	Discussion illustrates 3 flows.
Cryptographic separation is achieved by having dedicated NAS counts and static connection identifier.
Step 1 to 3: Authentication, SMC, Assign ngksi, key generation based on NAS counts, connection identifiers (static)
Ericsson: In LTE if non-current context exists, UE uses the current security context to protect the registration request.
The proposed system follows similar to LTE system in protecting the Registration request.
HW introduced more states in the security context.
I think we don’t need that type of complex procedure to handle the security context.
Nokia: Why would the NAS layer on UE not be aware of the authentication and initiate a registration request on other access or on a new leg?
Ericsson: It is not clear in SA2. If re-authentication can be triggered outside the registration procedure, AMF sends the NAS SMC and UE sends the protected registration request.
Nokia: AMF can handle it.  Concurrently handling re-authentication and RR will be a SA3 procedure.
Ericsson: You have a security context. I think from security perspective, MAS SMC will not need to address this.
Nokia: NAS SMC could be used to resolve this concurrency.
Ericsson: Additional NAS SMC required to address this if this is needed to address concurrency issues between two legs. Even though we don’t have security issues we need to look into this.
Adrian: Interworking is expected to have a lot issue regarding this.
Ericsson: It is not clear. Need to have the reasons why to have multiple NAS SMCs.
Nokia: Re-Registration procedure is not very familiar. 3GPP access does not have re-authentication.
Whether standalone re-authentication is required or not is not clear. Concurrency issues of handling Registration Request over an access while an ongoing Re-authentication is taking place over another access need to be studied. 



3.3 Agreements and conclusions
This section captures the agreements reached during this conference call. The following working assumptions for SA3 are agreed.
 Subscription-related:
	Sl. No
	Question
	Agreements
	Comments

	a. 
	Can a UE have one or more subscriptions connecting simultaneously?
	· One active subscription for 3GPP. 
· Need to modify corresponding NOTE
· Need not be discussed in this agenda item. 
	Colin: Device is constrained to say corporate Wifi. That subscription is managed by a single entity
Orange: Already discussed with embedded SIM
Colin: If 3gpp and non-3gpp subscriptions are managed by the same HLMN
Orange: The original note does not mention subscription
HW: Multiple SSPs?
Orange: 

	b. 
	Are all subscriptions of the UE with the same HPLM business entity?
	
	




1) Number of instances the UE can connect to:
	Sl. No
	Question
	Agreements
	Comments

	a. 
	Can the UE connect to one or more N1 instances simultaneously?
	· SA2 agreements
· Whether more than 2 N1 instances are required is FFS in Phase 2
	SA2: 2 N1 instances, one over 3gpp and another over non-3gpp access 
QC: Is this a hard limit that SA2 sees? Can we envisage extensions to the number of N1 instances?
Nokia: Agree that we need to keep it open.
Ericsson: What other types of accesses?
Nokia: Direct access probably. 
Ericsson: With non-3gpp type, everything apart from 3gpp access is covered.
Nokia: We need to keep this point open

	b. 
	Are all N1 instances are with the same PLMN?
	No. There are 2 scenarios – different PLMN and same PLMN
	

	c. 
	Are all N1 instances are with the same AMF?
	Same AMF for same PLMN scenario
Different AMFs for diff PLMN scenario
	




3) Security contexts for Multi-NAS connections:
	Sl. No
	Question
	Agreements
	Comments

	a. 
	How many security contexts are required when a UE is connected via a NG-RAN and via a standalone non-3GPP accesses?
	TBD
To share keys or use different keys
	Ericsson: 2 scenarios - diff PLMNs, same PLMN. The open issue is on multiple NAS connections in the same PLMN.
Ericsson: EN in TS 23.501 was removed as a clean-up.
Nokia: Agree. Cannot be taken for reference.


	b. 
	How are the security contexts established?
	NAS SMC procedure;
TBD – whether enhancements per N1 connection 
	Impact tbd – IW, mobility



4) Keys for securing Multi-NAS connections:
	Sl. No
	Question
	Agreements 
	Comments

	a. 
	How many security keys are required for securing the multiple N1 instances?

	TBD 
	

	b.
	At what level in the key hierarchy is multi-NAS enforced? How and where are the multi-NAS keys derived?

	· AS model could be re-used unless security threats are identified.
· Separation of keys at the AMF/SEAF level to be evaluated
	Nokia: At the AMF level. Complexity increases if it is enforced at the SEAF level.

	c. 
	How cryptographic isolation between simultaneously active NAS keys for securing N1 instances over 3GPP and non-3GPP accesses is achieved?
	NAS Counts
NAS link id – static or dynamic? Sequential or specific
	



5) Algorithm Selection for Multi-NAS connections:
	Sl. no
	Question
	Agreements 
	Comments

	a. 
	Shall the security algorithms for the N1 instances be configured independently?
	Dependent on Q4 whether same algorithm is to be used or not
Issue will be applicable for interworking case  
	





6) NAS Counts handling:
	Sl. no
	Question
	Agreements 
	Comments

	a. 
	Are distinct NAS counts required for each N1 instance?
	Yes
	



7) NAS Connection release:
	Sl. no
	Question
	Agreements 
	Comments

	a. 
	What happens during NAS connection release?

	Release of one or all N1 connections to be addressed - 
To be elicited in Stage 3
	 






8) Re-authentication handling:
	Sl. no
	Question
	Agreements 
	Comments

	a. 
	How is re-authentication handled? 

	Handled at the NAS layer at the UE and AMF handle. 
	

	b. 
	How is Registration Request over another access type handled while an ongoing Re-authentication is taking place?
	Concurrency is FFS.
	



4. Solution contributions
[bookmark: _GoBack]Nil
5. Any Other Business

Most aspects of NAS Security are already a part of the TS. Open issues, especially related to multi-NAS, are to be addressed in the next 2 meetings. Impact of interworking on NAS security procedures also needs to be discussed.
NEC proposed overlapping contributions to be merged for the next meeting. Nokia, Ericsson, HW agreed. 

6. Closure of the meeting / call
The below details for this call:
NAS Security Conference call#01
Tuesday, 09th January 2018 at 16:30 to 18:30 IST

Join meeting in my WebEx Personal Room   

    
  
  

